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MCC Privacy Notice and Website Terms and Conditions 
 

The Minnesota Credentialing Collaborative (MCC) is a Limited Liability Company sponsored by 
the Minnesota Council of Health Plans (MCHP), the Minnesota Hospital Association (MHA) and 
the Minnesota Medical Association (MMA). The MCC respects the privacy of its members and 
other visitors to its web site. MCC strongly believes that if online activities are to flourish, users 
must be assured that information provided online is used appropriately. To protect online 
privacy, MCC has implemented the following privacy policy and website Terms and Conditions. 
 
Please also see the Digital Online Technologies, Inc websites for their Privacy Polices, 
especially at www.credentialsmart.net. 
 
What the MCC Website Does 
 
The primary purpose of the MCC website is as a portal to another website. This subsequent 
website is used as a repository for credentialing information that will allow a health care 
provider to store and designate health care organization (usually a hospital or health care plan) 
he or she wants to receive his/her credentialing information. The MCC website also provides 
training modules and other information resources to allow organizations that issue credentials 
and providers that submit credentials to effectively use the MCC sponsored credentialing 
services. 
 
The information submitted by the provider is owned and controlled by that health care 
provider.  
 
The MCC accomplishes its credentialing responsibilities through a contractual relationship with 
Digital Online Technologies, Inc (DOTI).  DOTI also does business as CredentialSmart. The MCC 
has contracted with DOTI to use their software application called ApplySmart. DOTI furnishes a 
customized website to accomplish this exchange of credentialing information between/among 
Authorized Users. MCC does not collect any personal information from Authorized Users 
browsing its Web site. Only aggregate data are collected. Aggregate data are only used for 
internal and management purposes and do not provide any personally identifying information. 
 
It is MCC’s policy to collect and store only information that Authorized Users and delegated 
individuals knowingly provide. If MCC privacy policies change, the MCC will notify all Authorized 
Users by e‐mail or a special announcement placed on the MCC Web site. 
 
How Does MCC Use Data Collected? 
 
MCC uses information voluntarily submitted by Authorized Users and others in the following 
ways: 

• Facilitate the Credentialing Process The MMC, through it relationship with DOTI, makes 
available a web site for the input, update, store and distribute credentialing information 
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between/among health care professionals and organizations that determine 
credentialing status.  

• Managing the Flow of Credentialing Information. The MCC will aggregate information 
so that the MCC can assess the success of its credentialing activities. It may also from 
time to time produce reports based on this aggregated data for use in the MCC’s 
governance process, public release and other issues allowed for in the Authorized Users 
Agreement or this Privacy Policy and Terms and Conditions.  

• Credit Card Account Information. MCC currently does not collect credit card account 
information provided by its Authorized Users. When Authorized Users submit credit 
card information to DOTI those Authorized Users will be identified by DOTI to the MCC. 
Only the last four digits of the credit card account will be used in reports from DOTI’s 
credit card processor to the MCC.  

 
How Does MCC Use Cookies?  
 
Cookies are files that contain information created by a web server that can be stored on a 
User's hard disk for use either during a particular session ("per‐session" cookie) or for future 
use ("persistent" cookie). MCC uses cookies only to facilitate automated activity, store and 
track passwords, and review navigation patterns. Cookies are not used to disseminate 
significant information about users over the Internet or to analyze any information that 
Authorized Users have knowingly or unknowingly provided.  
 
Commitment to Security  
 
The MCC and DOTI have put in place physical, electronic, and managerial procedures to 
safeguard and help prevent unauthorized access, maintain data security, and correctly use the 
information we collect online. These include the use of encryption, electronic firewalls, and 
customized passwords.  
 
For site security purposes and to ensure that this service remains available to all Authorized 
Users, the MCC along with DOTI employ software programs to identify and prevent 
unauthorized attempts to upload or change information, or otherwise cause damage to the 
site. Such attempts are strictly prohibited and may be punishable under the Computer Fraud 
and Abuse Act of 1986 and the National Information Infrastructure Protection Act.  
 
What Privacy Issues Arise With Links To Other Sites? 
 
If this Web site contains links to other web sites, MCC has no control over and is not 
responsible for the privacy policies or content of such sites. 
 
Financial Transactions 
 
The MCC website does not process financial transactions. However, when financial transactions 
do occur they are processed in the CredentialSmart/ApplySmart website or their delegated 



credit card processor. Please refer to the DOTI website policies regarding the security of 
financial transactions on their website. 
 
Information Request  
 
Upon request from a person providing Credential Information and after receiving proper 
identification, the MCC will request from DOTI: 

(a)  Information in the person’s file at the time of the request 
(b)  The sources of the information; and 
(c)  A summary of the consumer’s right to obtain and dispute the information in the 

report. 
 
See MCC Procedures for more details. 
 
Identity Theft 
 
If any person notifies the MCC that a report containing Credential Information may have been 
sent by a person posing as the true credential provider, the MCC may block the suspected 
information unless and until MCC determines that the Credential Information was properly 
provided. The MCC shall provide to the person whose identity was used a statement of his or 
her rights in the form recommended by the Federal Trade Commission. 
 
Credential Information Sent in Error 
 
If any User receives Credential Information from any person in error through this website, that 
User shall promptly destroy the record. 
 
Fair Credit Reporting Act 
 
Some of the transactions that may be processed through the MCC/DOTI website may be subject to the 
Fair Credit Reporting Act. Please review the attached information: MCC Procedures. 
 
What Means Of Redress Are Available? 
 
If any User suspects MCC has handled its personal information in a manner that does not 
comply with this privacy statement, please contact us by e‐mailing 
customer.support@mncred.org or by calling 651.789.0113. 
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MCC Procedures 

 

If credential information is used in employment decisions by the recipient of credential data the 
recipient may have responsibilities under the Fair Credit Reporting Act (FCRA). The following 
are notices the MCC is providing as if the MCC were covered by the FCRA as it applies to 
potential employment decisions made by recipients. Each recipient should undertake their 
own analysis regarding the applicability of FCRA to their business activities. 

If Recipient or any of its affiliates uses credential information provided through the 
CredentialSmart System for the purpose of making an employment decision, Recipient agrees 
as follows: 

1. Prior to using the Credential Information, Recipient shall (i) provide the applicant with a 
clear and conspicuous disclosure, in a written document that consists solely of that 
disclosure, that a report containing the Credential Information may be used in for 
employment purposes and (ii) obtain written authorization from the applicant 
authorizing the procurement of such report;  

2. Recipient acknowledges that it has received and reviewed the statement of consumer 
rights under the Fair Credit Reporting as set forth in the following exhibits and that such 
statement is hereby deemed to be part of any report containing Credential Information 
sent through the Credential Smart System; and  

3. If Recipient or its affiliates makes an adverse employment decision based in whole or in 
part on the Credential Information, Recipient shall send an “adverse action notice” 
which shall consist, at minimum, of a copy of the report containing the Credential 
Information used by Recipient and a statement of consumer rights under the Fair Credit 
Reporting Act as set forth in the following exhibits  

Exhibit A is the Federal Trade Commission User Notice as required by FCRA and Exhibit B is a 
Statement of Consumer’s Rights as required by FCRA. 
 



 
EXHIBIT A 

 
Federal Trade Commission User Notice 

 
All users subject to the Federal Trade Commission’s jurisdiction must comply with all 
applicable regulations, including regulations promulgated after this notice was prescribed in 
2004. Information about applicable regulations currently in effect can be found at the 
Commission’s Web site, www.ftc.gov/credit. Persons not subject to the Commission’s 
jurisdiction should consult with their regulators to find any relevant regulations. 

NOTICE TO USERS OF CONSUMER REPORTS: 
OBLIGATIONS OF USERS UNDER THE FCRA 

The Fair Credit Reporting Act (FCRA), 15 U.S.C. 1681‐1681y, requires that this notice be 
provided to inform users of consumer reports of their legal obligations. State law may impose 
additional requirements. The text of the FCRA is set forth in full at the Federal Trade 
Commission’s Website at www.ftc.gov/credit. At the end of this document is a list of United 
States Code citations for the FCRA. Other information about user duties is also available at the 
Commission’s Web site. Users must consult the relevant provisions of the FCRA for details 
about their obligations under the FCRA. 

The first section of this summary sets forth the responsibilities imposed by the FCRA on 
all users of consumer reports. The subsequent sections discuss the duties of users of reports 
that contain specific types of information, or that are used for certain purposes, and the legal 
consequences of violations. If you are a furnisher of information to a consumer reporting 
agency (CRA), you have additional obligations and will receive a separate notice from the CRA 
describing your duties as a furnisher. 

1. OBLIGATIONS OF ALL USERS OF CONSUMER REPORTS 

1.1. Users Must Have a Permissible Purpose 

Congress has limited the use of consumer reports to protect consumers’ privacy. All 
users must have a permissible purpose under the FCRA to obtain a consumer report. 
Section 604 contains a list of the permissible purposes under the law. These are: 

• As ordered by a court or a federal grand jury subpoena. Section 604(a)(1) 

• As instructed by the consumer in writing. Section 604(a)(2) 

• For the extension of credit as a result of an application from a consumer, or the 
review or collection of a consumer’s account. Section 604(a)(3)(A) 
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• For employment purposes, including hiring and promotion decisions, where the 
consumer has given written permission. Sections 604(a)(3)(B) and 604(b) 

• For the underwriting of insurance as a result of an application from a consumer. 
Section 604(a)(3)(C) 

• When there is a legitimate business need, in connection with a business 
transaction that is initiated by the consumer. Section 604(a)(3)(F)(i) 

• To review a consumer’s account to determine whether the consumer continues 
to meet the terms of the account. Section 604(a)(3)(F)(ii) 

• To determine a consumer’s eligibility for a license or other benefit granted by a 
governmental instrumentality required by law to consider an applicant’s 
financial responsibility or status. Section 604(a)(3)(D) 

• For use by a potential investor or servicer, or current insurer, in a valuation or 
assessment of the credit or prepayment risks associated with an existing credit 
obligation. Section 604(a)(3)(E) 

• For use by state and local officials in connection with the determination of child 
support payments, or modifications and enforcement thereof. Sections 604(a)(4) 
and 604(a)(5) 

In addition, creditors and insurers may obtain certain consumer report information for 
the purpose of making “prescreened” unsolicited offers of credit or insurance. Section 604(c). 
The particular obligations of users of “prescreened” information are described in Section VII 
below. 

1.2. Users Must Provide Certifications 

Section 604(f) prohibits any person from obtaining a consumer report from a consumer 
reporting agency (CRA) unless the person has certified to the CRA the permissible purpose(s) 
for which the report is being obtained and certifies that the report will not be used for any 
other purpose. 

1.3. Users Must Notify Consumers When Adverse Actions Are Taken 

The term “adverse action” is defined very broadly by Section 603. “Adverse actions” 
include all business, credit, and employment actions affecting consumers that can be 
considered to have a negative impact as defined by Section 603(k) of the FCRA – such as 
denying or canceling credit or insurance, or denying employment or promotion. No adverse 
action occurs in a credit transaction where the creditor makes a counteroffer that is accepted 
by the consumer. 

(a) Adverse Actions Based on Information Obtained From a CRA 



If a user takes any type of adverse action as defined by the FCRA that is based at least in 
part on information contained in a consumer report, Section 615(a) requires the user to notify 
the consumer. The notification may be done in writing, orally, or by electronic means. It must 
include the following: 

• The name, address, and telephone number of the CRA (including a toll‐free 
telephone number, if it is a nationwide CRA) that provided the report. 

• A statement that the CRA did not make the adverse decision and is not able to 
explain why the decision was made. 

• A statement setting forth the consumer’s right to obtain a free disclosure of the 
consumer’s file from the CRA if the consumer makes a request within 60 days. 

• A statement setting forth the consumer’s right to dispute directly with the CRA 
the accuracy or completeness of any information provided by the CRA. 

(b) Adverse Actions Based on Information Obtained From Third Parties Who Are Not 
Consumer Reporting Agencies 

If a person denies (or increases the charge for) credit for personal, family, or household 
purposes based either wholly or partly upon information from a person other than a CRA, and 
the information is the type of consumer information covered by the FCRA, Section 615(b)(1) 
requires that the user clearly and accurately disclose to the consumer his or her right to be told 
the nature of the information that was relied upon if the consumer makes a written request 
within 60 days of notification. The user must provide the disclosure within a reasonable period 
of time following the consumer’s written request. 

(c) Adverse Actions Based on Information Obtained From Affiliates 

If a person takes an adverse action involving insurance, employment, or a credit 
transaction initiated by the consumer, based on information of the type covered by the FCRA, 
and this information was obtained from an entity affiliated with the user of the information by 
common ownership or control, Section 615(b)(2) requires the user to notify the consumer of 
the adverse action. The notice must inform the consumer that he or she may obtain a 
disclosure of the nature of the information relied upon by making a written request within 60 
days of receiving the adverse action notice. If the consumer makes such a request, the user 
must disclose the nature of the information not later than 30 days after receiving the request. If 
consumer report information is shared among affiliates and then used for an adverse action, 
the user must make an adverse action disclosure as set forth in I.C.1 above. 

1.4. Users Have Obligations When Fraud and Active Duty Military Alerts are in Files 

When a consumer has placed a fraud alert, including one relating to identity theft, or an 
active duty military alert with a nationwide consumer reporting agency as defined in 



Section 603(p) and resellers, Section 605A(h) imposes limitations on users of reports obtained 
from the consumer reporting agency in certain circumstances, including the establishment of a 
new credit plan and the issuance of additional credit cards. For initial fraud alerts and active 
duty alerts, the user must have reasonable policies and procedures in place to form a belief that 
the user knows the identity of the applicant or contact the consumer at a telephone number 
specified by the consumer; in the case of extended fraud alerts, the user must contact the 
consumer in accordance with the contact information provided in the consumer’s alert. 

1.5. Users Have Obligations When Notified of an Address Discrepancy 

Section 605(h) requires nationwide CRAs, as defined in Section 603(p), to notify users 
that request reports when the address for a consumer provided by the user in requesting the 
report is substantially different from the addresses in the consumer’s file. When this occurs, 
users must comply with regulations specifying the procedures to be followed, which will be 
issued by the Federal Trade Commission and the banking and credit union regulators. The 
Federal Trade Commission’s regulations will be available at www.ftc.gov/credit. 

1.6. Users Have Obligations When Disposing of Records 

Section 628 requires that all users of consumer report information have in place 
procedures to properly dispose of records containing this information. The Federal Trade 
Commission, the Securities and Exchange Commission, and the banking and credit union 
regulators have issued regulations covering disposal. The Federal Trade Commission’s 
regulations may be found at www.ftc.gov/credit. 

2. CREDITORS MUST MAKE ADDITIONAL DISCLOSURES 

If a person uses a consumer report in connection with an application for, or a grant, 
extension, or provision of, credit to a consumer on material terms that are materially less 
favorable than the most favorable terms available to a substantial proportion of consumers 
from or through that person, based in whole or in part on a consumer report, the person must 
provide a risk‐based pricing notice to the consumer in accordance with regulations to be jointly 
prescribed by the Federal Trade Commission and the Federal Reserve Board. 

Section 609(g) requires a disclosure by all persons that make or arrange loans secured 
by residential real property (one to four units) and that use credit scores. These persons must 
provide credit scores and other information about credit scores to applicants, including the 
disclosure set forth in Section 609(g)(1)(D) (“Notice to the Home Loan Applicant”). 

3. OBLIGATIONS OF USERS WHEN CONSUMER REPORTS ARE OBTAINED FOR EMPLOYMENT 
PURPOSES 

3.1. Employment Other Than in the Trucking Industry 

If information from a CRA is used for employment purposes, the user has specific duties, 
which are set forth in Section 604(b) of the FCRA. The user must: 
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• Make a clear and conspicuous written disclosure to the consumer before the 
report is obtained, in a document that consists solely of the disclosure, that a 
consumer report may be obtained. 

• Obtain from the consumer prior written authorization. Authorization to access 
reports during the term of employment may be obtained at the time of 
employment. 

• Certify to the CRA that the above steps have been followed, that the information 
being obtained will not be used in violation of any federal or state equal 
opportunity law or regulation, and that, if any adverse action is to be taken 
based on the consumer report, a copy of the report and a summary of the 
consumer’s rights will be provided to the consumer. 

• Before taking an adverse action, the user must provide a copy of the report to 
the consumer as well as the summary of consumer’s rights. (The user should 
receive this summary from the CRA.) A Section 615(a) adverse action notice 
should be sent after the adverse action is taken. 

An adverse action notice also is required in employment situations if credit information 
(other than transactions and experience data) obtained from an affiliate is used to deny 
employment. Section 615(b)(2)

The procedures for investigative consumer reports and employee misconduct 
investigations are set forth below. 

3.2. Employment in the Trucking Industry 

Special rules apply for truck drivers where the only interaction between the consumer 
and the potential employer is by mail, telephone, or computer. In this case, the consumer may 
provide consent orally or electronically, and an adverse action may be made orally, in writing, 
or electronically. The consumer may obtain a copy of any report relied upon by the trucking 
company by contacting the company. 

4. OBLIGATIONS WHEN INVESTIGATIVE CONSUMER REPORTS ARE USED 

Investigative consumer reports are a special type of consumer report in which 
information about a consumer’s character, general reputation, personal characteristics, and 
mode of living is obtained through personal interviews by an entity or person that is a 
consumer reporting agency. Consumers who are the subjects of such reports are given special 
rights under the FCRA. If a user intends to obtain an investigative consumer report, Section 606 
requires the following: 

• The user must disclose to the consumer that an investigative consumer report 
may be obtained. This must be done in a written disclosure that is mailed, or 



otherwise delivered, to the consumer at some time before or not later than 
three days after the date on which the report was first requested. The disclosure 
must include a statement informing the consumer of his or her right to request 
additional disclosures of the nature and scope of the investigation as described 
below, and the summary of consumer rights required by Section 609 of the 
FCRA. (The summary of consumer rights will be provided by the CRA that 
conducts the investigation.) 

• The user must certify to the CRA that the disclosures set forth above have been 
made and that the user will make the disclosure described below. 

• Upon the written request of a consumer made within a reasonable period of 
time after the disclosures required above, the user must make a complete 
disclosure of the nature and scope of the investigation. This must be made in a 
written statement that is mailed, or otherwise delivered, to the consumer no 
later than five days after the date on which the request was received from the 
consumer or the report was first requested, whichever is later in time. 

5. SPECIAL PROCEDURES FOR EMPLOYEE INVESTIGATIONS 

Section 603(x) provides special procedures for investigations of suspected misconduct 
by an employee or for compliance with Federal, state or local laws and regulations or the rules 
of a self‐regulatory organization, and compliance with written policies of the employer. These 
investigations are not treated as consumer reports so long as the employer or its agent 
complies with the procedures set forth in Section 603(x), and a summary describing the nature 
and scope of the inquiry is made to the employee if an adverse action is taken based on the 
investigation. 

6. OBLIGATIONS OF USERS OF MEDICAL INFORMATION 

Section 604(g) limits the use of medical information obtained from consumer reporting 
agencies (other than payment information that appears in a coded form that does not identify 
the medical provider). If the information is to be used for an insurance transaction, the 
consumer must give consent to the user of the report or the information must be coded. If the 
report is to be used for employment purposes – or in connection with a credit transaction 
(except as provided in regulations issued by the banking and credit union regulators) – the 
consumer must provide specific written consent and the medical information must be relevant. 
Any user who receives medical information shall not disclose the information to any other 
person (except where necessary to carry out the purpose for which the information was 
disclosed, or as permitted by statute, regulation, or order). 

7. OBLIGATIONS OF USERS OF “PRESCREENED” LISTS 

The FCRA permits creditors and insurers to obtain limited consumer report information 
for use in connection with unsolicited offers of credit or insurance under certain circumstances. 



Sections 603(l), 604(c), 604(e), and 615(d). This practice is known as “prescreening” and 
typically involves obtaining from a CRA a list of consumers who meet certain preestablished 
criteria. If any person intends to use prescreened lists, that person must (1) before the offer is 
made, establish the criteria that will be relied upon to make the offer and to grant credit or 
insurance, and (2) maintain such criteria on file for a three‐year period beginning on the date 
on which the offer is made to each consumer. In addition, any user must provide with each 
written solicitation a clear and conspicuous statement that: 

• Information contained in a consumer’s CRA file was used in connection with the 
transaction. 

• The consumer received the offer because he or she satisfied the criteria for 
credit worthiness or insurability used to screen for the offer. 

• Credit or insurance may not be extended if, after the consumer responds, it is 
determined that the consumer does not meet the criteria used for screening or 
any applicable criteria bearing on credit worthiness or insurability, or the 
consumer does not furnish required collateral. 

• The consumer may prohibit the use of information in his or her file in connection 
with future prescreened offers of credit or insurance by contacting the 
notification system established by the CRA that provided the report. The 
statement must include the address and toll‐free telephone number of the 
appropriate notification system. 

In addition, once the Federal Trade Commission by rule has established the format, type 
size, and manner of the disclosure required by Section 615(d), users must be in compliance with 
the rule. The FTC’s regulations will be at www.ftc.gov/credit. 

8. OBLIGATIONS OF RESELLERS 

8.1. Disclosure and Certification Requirements 

Section 607(e) requires any person who obtains a consumer report for resale to take the 
following steps: 

• Disclose the identity of the end‐user to the source CRA. 

• Identify to the source CRA each permissible purpose for which the report will be 
furnished to the end‐user. 

• Establish and follow reasonable procedures to ensure that reports are resold 
only for permissible purposes, including procedures to obtain: 
(1)  the identity of all end‐users; 
(2)  certifications from all users of each purpose for which reports will be 
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used; and 
(3)  certifications that reports will not be used for any purpose other than the 
purpose(s) specified to the reseller. Resellers must make reasonable efforts to 
verify this information before selling the report. 

8.2. Reinvestigations by Resellers 

Under Section 611(f), if a consumer disputes the accuracy or completeness of 
information in a report prepared by a reseller, the reseller must determine whether this is a 
result of an action or omission on its part and, if so, correct or delete the information. If not, 
the reseller must send the dispute to the source CRA for reinvestigation. When any CRA notifies 
the reseller of the results of an investigation, the reseller must immediately convey the 
information to the consumer. 

8.3. Fraud Alerts and Resellers 

Section 605A(f) requires resellers who receive fraud alerts or active duty alerts from 
another consumer reporting agency to include these in their reports. 

9. LIABILITY FOR VIOLATIONS OF THE FCRA 

Failure to comply with the FCRA can result in state government or federal government 
enforcement actions, as well as private lawsuits. Sections 616, 617, and 621. In addition, any 
person who knowingly and willfully obtains a consumer report under false pretenses may face 
criminal prosecution. Section 619. 

The FTC’s Web site, www.ftc.gov/credit, has more information about the FCRA, including 
publications for businesses and the full text of the FCRA. 

Citations for FCRA sections in the U.S. Code, 15 U.S.C. § 1681 et seq.: 

Section 602  15 U.S.C. 1681 
Section 603  15 U.S.C. 1681a 
Section 604  15 U.S.C. 1681b 
Section 605  15 U.S.C. 1681c 
Section 605A  15 U.S.C. 1681cA 
Section 605B  15 U.S.C. 1681cB 
Section 606  15 U.S.C. 1681d 
Section 607  15 U.S.C. 1681e 
Section 608  15 U.S.C. 1681f 
Section 609  15 U.S.C. 1681g 
Section 610  15 U.S.C. 1681h 
Section 611  15 U.S.C. 1681i 
Section 612  15 U.S.C. 1681j 
Section 613  15 U.S.C. 1681k 
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Section 614  15 U.S.C. 1681l 
Section 615  15 U.S.C. 1681m 
Section 616  15 U.S.C. 1681n 
Section 617  15 U.S.C. 1681o 
Section 618  15 U.S.C. 1681p 
Section 619  15 U.S.C. 1681q 
Section 620  15 U.S.C. 1681r 
Section 621  15 U.S.C. 1681s 
Section 622  15 U.S.C. 1681s‐1 
Section 623  15 U.S.C. 1681s‐2 
Section 624  15 U.S.C. 1681t 
Section 625  15 U.S.C. 1681u 
Section 626  15 U.S.C. 1681v 
Section 627  15 U.S.C. 1681w 
Section 628  15 U.S.C. 1681x 
Section 629  15 U.S.C. 1681y 

 
 



 
EXHIBIT B 

 
Statement of Consumer’s Rights

 
Para information en espanol, visite www.ftc.gov/credit o escribe a la FTC Consumer Response 
Center, Room 130‐A 600 Pennsylvania Ave. N.W., Washington, D.C. 20580. 

A Summary of Your Rights Under the Fair Credit Reporting Act 

The federal Fair Credit Reporting Act (FCRA) promotes the accuracy, fairness, and 
privacy of information in the files of consumer reporting agencies. There are many types of 
consumer reporting agencies, including credit bureaus and specialty agencies (such as agencies 
that sell information about check writing histories, medical records, and rental history records). 
Here is a summary of your major rights under the FCRA. For more information, including 
information about additional rights, go to www.ftc.gov/credit or write to:  Consumer 
Response Center, Room 130‐A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., 
Washington, D.C. 20580. 

• You must be told if information in your file has been used against you. Anyone who 
uses a credit report or another type of consumer report to deny your application for 
credit, insurance, or employment ‐ or to take another adverse action against you ‐ must 
tell you, and must give you the name, address, and phone number of the agency that 
provided the information. 

• You have the right to know what is in your file. You may request and obtain all the 
information about you in the files of a consumer reporting agency (your “file 
disclosure”). You will be required to provide proper identification, which may include 
your Social Security number. In many cases, the disclosure will be free. You are entitled 
to a free file disclosure if: 
• a person has taken adverse action against you because of information in your 

credit report; 
• you are the victim of identity theft and place a fraud alert in your file; 
• your file contains inaccurate information as a result of fraud; 
• you are on public assistance; 
• you are unemployed but expect to apply for employment within 60 days. 

In addition, by September 2005 all consumers will be entitled to one free 
disclosure every 12 months upon request from each nationwide credit bureau 
and from nationwide specialty consumer reporting agencies. See 
www.ftc.gov/credit for additional information. 

• You have the right to ask for a credit score. Credit scores are numerical summaries of 
your credit‐worthiness based on information from credit bureaus. You may request a 
credit score from consumer reporting agencies that create scores or distribute scores 
used in residential real property loans, but you will have to pay for it. In some mortgage 
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transactions, you will receive credit score information for free from the mortgage 
lender. 

• You have the right to dispute incomplete or inaccurate information. If you identify 
information in your file that is incomplete or inaccurate, and report it to the consumer 
reporting agency, the agency must investigate unless your dispute is frivolous. See 
www.ftc.gov/credit for an explanation of dispute procedures. 

• Consumer reporting agencies must correct or delete inaccurate, incomplete, or 
unverifiable information. Inaccurate, incomplete or unverifiable information must be 
removed or corrected, usually within 30 days. However, a consumer reporting agency 
may continue to report information it has verified as accurate. 

 

 

 

http://www.ftc.gov/credit
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	1. Grant of Rights.
	1.1. MCC Grant of Rights. MCC hereby grants to Credential Provider and its authorized employees and contractors a limited, nontransferable right to access the CredentialSmart System during the Term, through an Internet portal developed by MCC, solely for the purpose of sending and using information submitted by participating health-care providers (“Credential Information”) and, except as permitted herein, solely for use in Minnesota. Credential Provider shall also become a party to a user agreement directly with DOTI (a “User Agreement”) prior to accessing the CredentialSmart System. The rights granted to Credential Provider in this Agreement are conditioned on compliance with the User Agreement and may be terminated by MCC if Credential Provider breaches the User Agreement. 

	2. Authorized Use.
	2.1. Credential Provider Use in Minnesota. Credential Provider may, consistent with this Agreement and the User Agreement, (a) access, open, display, download and use Credential Information as permitted by the functionality of the CredentialSmart System and to send such Credential Information anywhere in the state of Minnesota to those health plans and hospitals (“Recipients”) that are participants in the CredentialSmart System, and (b) print copies of any single provider’s Credential Information for the maintenance of paper records. 
	2.2. Credential Provider Use Outside of Minnesota. Credential Provider may use the CredentialSmart System as provided in Section 2.1 at facilities owned by Credential Provider outside of the state of Minnesota only if MCC obtains prior written consent from DOTI permitting such use. Credential Provider has set forth on Exhibit A hereto a list of all facilities outside of the state of Minnesota where it intends to use the CredentialSmart System.
	2.3. Sending Credential Information Outside of Minnesota. Credential Provider may send Credential Information to facilities not listed on Exhibit A provided that Credential Provider pays all required fees to DOTI and to any other third party as provided in Section 7 (and the related Exhibit B) and as provided in the User Agreement. Credential Provider may send Credential Information to a Recipient’s facilities outside of Minnesota without additional charge if such Recipient has received approval from DOTI and MCC waiving such charges.

	3. Restriction of Use.
	3.1. Unauthorized Use. Except as permitted in Section 2, Credential Provider shall not: 
	(a) Copy, reproduce, store, print or redistribute Credential Information, provided that, for the sake of clarity, nothing herein shall prevent Credential Provider from printing copies of provider’s Credential Information for the maintenance of paper records; 
	(b) License, sublicense, sell, resell, transfer, assign, distribute, commercially exploit or make available to a third party the CredentialSmart System, provided that Credential Provider may use the CredentialSmart System for internal business purposes as provided in Section 3.2; 
	(c) Modify or make derivative works based upon the CredentialSmart System; 
	(d) Establish Internet links to the CredentialSmart System without prior written approval of DOTI;
	(e) Frame or mirror the CredentialSmart System or Credential Information on any other server or on any wireless or Internet-based device;
	(f) Reverse engineer, decompile or disassemble the CredentialSmart System or access the CredentialSmart System or its content (i) to build a competitive product or service, (ii) to build a product using similar ideas, features, functions or graphics of the CredentialSmart System or (iii) to copy any ideas, features, functions or graphics of the CredentialSmart System;
	(g) Send spam or other duplicative or unsolicited messages in violation of applicable laws;
	(h) Send or store infringing, obscene, threatening, libelous or otherwise unlawful or tortious material, including material that is harmful to children or that violates third-party privacy rights;
	(i) Send or store material that contains software viruses, worms, Trojan horses or other harmful computer code, files, scripts, agents or programs;
	(j) Interfere with or disrupt the integrity or performance of the CredentialSmart System or the data contained therein; or
	(k) Attempt to gain unauthorized access to the CredentialSmart System or its related systems or networks.

	3.2. Internal Use. Credential Provider agrees to use the CredentialSmart System only for internal business purposes. As used herein, “internal business purposes” means use only by Credential Provider, its wholly owned subsidiaries and the entities, if any, listed on Exhibit A and for the purpose of sending, receiving and/or using Credential Information.

	4. Access to Credential Information; Grant-back License. 
	4.1. Authorized Personnel. Subject to the terms and conditions of this Agreement, Credential Provider may authorize its employees and contractors and the employees and contractors of any wholly owned subsidiary to enter Credential Information into the CredentialSmart System, to print copies of Credential Information for record-keeping purposes and to send such Credential Information to recipients using the functionality of the CredentialSmart System (each such person, a “Credential Administrator”). Duly authorized Credential Providers may authorize their staff members to enter data into the CredentialSmart System on their behalf, subject to the review and control of such Credential Provider, but each Credential Provider shall digitally sign and send his or her Credential Information. 
	4.2. Selection of Authorized Personnel. Credential Provider shall use reasonable best efforts to select employees who will be Credential Administrators. All Credential Administrators shall be over the age of eighteen (18). Prior to authorizing any employee as a Credential Administrator and as a condition of such authorization, Credential Provider shall ensure that each such person: 
	(a) Has agreed to the terms of the User Agreement and, as required by DOTI, has executed such agreement in paper or electronic form;
	(b) Has acknowledged that failure to comply with the terms of this Agreement, including the provisions setting out unauthorized use and the provisions of Section 9 herein, may result in termination of Credential Provider’s rights to access the CredentialSmart System and the loss of all of Credential Provider’s prepaid fees.

	4.3. Obligations of Credential Provider. Credential Provider shall use reasonable best efforts to maintain control of passwords and other security measures related to the CredentialSmart System to prevent Unauthorized Use. Credential Provider shall (a) maintain a current list of all Credential Administrators, along with each such person’s user name and password and shall supply such list to MCC upon written request, and (b) cancel the user name, password and other security measures of any person who for any reason is no longer a Credential Administrator. As between Credential Provider and MCC, Credential Provider is solely responsible for all acts and omissions of Credential Administrators under this Agreement.
	4.4. Policies and Procedures. 
	(a) MCC may establish reasonable policies and procedures (“MCC Procedures”) relating to access of the CredentialSmart System, including procedures for creating user accounts and passwords, managing access to the CredentialSmart System, and regulating the use of Credential Information and any other personal information, as necessary or desirable to assure the performance and accuracy of the services provided under this Agreement and to comply with any federal, state or local law or regulation. 
	(b) Credential Provider agrees to conform to all applicable MCC Procedures adopted after the Effective Date.

	4.5. License Grant by Credential Provider. Credential Provider hereby grants to Recipients and their affiliates, agents and employees a perpetual, worldwide, non-exclusive, royalty-free and transferable license to use, reproduce, distribute and display the Credential Information in any media format for the purposes of (a) permitting Recipients to confirm that its medical professionals hold the proper credentials and (b) permitting Recipients to make employment-related decisions. Credential Provider further grants to MCC, solely for the purpose of analyzing the performance and usefulness of the CredentialSmart System and modifications thereto, a perpetual, nontransferable, royalty-free license to access, display and print Credential Information submitted through the CredentialSmart System and to use aggregated, non-personally identifiable information collected through the CredentialSmart Systems. 

	5. Data Privacy.
	5.1. Protection of Data. Each of the parties acknowledges that the CredentialSmart System permits the transmission of sensitive personal information of Credential Providers. Each of the parties agrees to use commercially reasonable efforts to protect the security of personal information submitted through the CredentialSmart System. Without limiting the generality of the preceding sentence, 
	(a) MCC agrees to limit access to Credential Information to employees, representatives and agents only as is necessary to assure the performance and accuracy of the CredentialSmart System, and
	(b) Credential Provider agrees to limit access to the CredentialSmart System only to permitted Credential Administrators and to comply with the obligations set forth in Section 4.

	5.2. Privacy Policy. The terms of the privacy policy set forth on the MCC Website as amended from time to time by MCC in its sole discretion shall be incorporated into and deemed a part of this Agreement.

	6. Ownership/Intellectual Property Rights.
	6.1. Ownership of CredentialSmart System. Credential Provider acknowledges that Credential Provider receives only a limited right to use, and no other right, title or interest in the CredentialSmart System, including all modifications thereto and all documentation distributed by MCC or DOTI relating thereto, and that DOTI retains ownership of the CredentialSmart System.
	6.2. Ownership of MCC Website. Credential Provider acknowledges that Credential Provider receives only a limited right to use, and no other right, title or interest in the MCC Website, including all modifications thereto and all documentation distributed by MCC or any affiliate relating thereto, and that MCC retains ownership of the MCC Website.
	6.3. Ownership of Credential Information. MCC acknowledges that MCC receives only a limited right to use, and no other right, title or interest in Credential Information provided under this Agreement, and that as between Credential Provider and MCC, Credential Provider retains ownership of the Credential Information.

	7. Fees; Refunds.  
	7.1. Fee. Credential Provider shall pay to MCC the fees set forth on Schedule C. 
	7.2. No Refunds. Credential Provider shall not be entitled to a refund of any fee for any reason. 

	8. Term and Termination.
	8.1. Term of Agreement. The initial term of this Agreement shall be for the period beginning on the Effective Date and continuing one (1) year thereafter (the “Initial Term”). This Agreement shall automatically renew each year for an additional twelve (12) months (each a “Renewal Term” and together with the Initial Term, the “Term”) unless either party provides sixty (60) days’ written notice of intent to terminate.
	8.2. Termination for Cause. 
	(a) Either party may terminate this Agreement for a material breach that remains uncured for thirty (30) days after delivery of written notice of such breach. Material breaches by Credential Provider include, without limitation, any violation of Section 3 and any failure to pay any fee under Section 7 when due.
	(b) MCC may terminate this Agreement immediately if DOTI terminates Credential Provider’s right to use the CredentialSmart System because Credential Provider breached or was alleged to have breached the User Agreement or any other agreement between Credential Provider and DOTI.

	8.3. Termination for Changed Circumstances. If DOTI terminates the Services Contract or License Agreement for any reason (including, for purposes of clarity, any breach or alleged breach by MCC), MCC may terminate this Agreement by providing thirty (30) days’ written notice to Credential Provider. 
	8.4. Termination for Insolvency. In the event either party becomes insolvent, files for bankruptcy, ceases to do business or is generally unable to meet its financial obligations, the other party may terminate this Agreement immediately by providing notice.
	8.5. Effect of Termination. If this Agreement is terminated for any reason:
	(a) Each party shall return any Confidential Information in the other party’s possession or certify to the other party that such information has been destroyed; and 
	(b) All licenses granted under Section 1 shall immediately cease, provided that (i) Credential Provider may continue to use the MCC Website as necessary to exercise Credential Provider’s right to collect Credential Information from DOTI and (ii) MCC shall have no obligation to remove from any file or database aggregate information collected from Credential Provider in compliance with Section 4.5.


	9. Confidentiality.
	9.1. Protection of Confidential Information. In the course of accomplishing the intended tasks hereunder, the parties may receive or learn certain information about one another that is “Confidential Information” (as defined herein), the unauthorized disclosure of which would cause economic or irreparable harm to either party. Each party agrees to hold any Confidential Information disclosed in confidence and not to directly or indirectly duplicate, copy, reproduce, distribute, manufacture, duplicate, reveal, report, publish, disclose, cause to be disclosed, or otherwise transfer the Confidential Information for any purpose whatsoever other than as expressly provided by this Agreement. Each party agrees to use best efforts to prevent the unauthorized, direct or indirect, disclosure of Confidential Information to any third party or entity and to cause their respective officers, directors, employees, physicians and agents to use similar care. 
	9.2. Permitted Disclosures. Either party may disclose Confidential Information to its employees and contractors performing services hereunder who has a legitimate need to know and who will agree in writing to protect the Confidential Information consistent with the provisions of this Agreement. Each party shall be liable for any breach of this Section 9 by its employees or contractors. This Section 9 imposes no obligation on a receiving party (a “Receiving Party”) with respect to Confidential Information that (a) is or becomes available to the general public through no fault of the Receiving Party, (b) is disclosed to the Receiving Party without restriction on disclosure by a person who has a lawful right to disclose the Confidential Information, (c) is disclosed by the Receiving Party’ with the other party’s prior written consent, or (d) is independently developed by the Receiving Party without the use of any Confidential Information. 
	9.3. Definition. “Confidential Information” means any technical, business, economic, and personal information which the disclosing party (the “Disclosing Party”) deems proprietary and confidential, including, any and all information or data, whether in oral, audio, visual, written or other form, communicated to the Receiving Party which is either identified as confidential or which by its nature is generally considered proprietary and confidential, regardless of whether such information is specifically labeled as such. Confidential Information includes, without limitation, all Credential Information and information and data concerning the Disclosing Party’s business, including financial information, customers, vendors, marketing and financial plans, methods, formulae, systems, data, processes, designs, technology, tables, calculations, agreements, documents, and know-how.

	10. Noncompetition. 
	11. Representations and Warranties.
	11.1. Representations and Warranties of MCC. MCC represents and warrants that (a) it has the authority to enter into this Agreement, and (b) that it will use commercially reasonable efforts to protect sensitive personal information contained in Credential Information.
	11.2. Representations and Warranties of Credential Provider. Credential Provider represents and warrants that (a) it has the authority to enter into this Agreement, (b) the execution and performance of this Agreement will not cause a breach of this Agreement or any other agreement to which Credential Provider is a party, (c) Credential Provider is not a direct competitor to DOTI, (d) Credential Provider is a Minnesota-based entity and that, except as set forth on Exhibit A, it intends to use and will use the CredentialSmart System only in Minnesota and (e) Credential Provider will use the CredentialSmart System only as permitted under this Agreement.

	12. Disclaimer of Warranties.
	12.1. No Warranties. MCC DISCLAIMS ALL WARRANTIES, OBLIGATIONS AND LIABILITIES NOT SPECIFIED IN THIS AGREEMENT WITH RESPECT TO THE CREDENTIALSMART SYSTEM, TRADEMARKS, OR ANYTHING ELSE FURNISHED UNDER THIS AGREEMENT, INCLUDING BUT NOT LIMITED TO ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT AND ANY IMPLIED WARRANTY ARISING FROM COURSE OF PERFORMANCE, COURSE OF DEALING, OR USAGE OF TRADE. EACH OF THE MCC WEBSITE AND CREDENTIALSMART SYSTEM IS PROVIDED “AS IS” AND “AS AVAILABLE.”  THE CREDENTIALSMART SYSTEM WILL NOT BE HOSTED, MANAGED OR MAINTAINED BY MCC, AND MCC DOES NOT WARRANT THAT THE USE OF THE CREDENTIALSMART SYSTEM WILL BE UNINTERRUPTED, SECURE OR ERROR-FREE OR THAT INFORMATION PROVIDED THROUGH THE CREDENTIALSMART SYSTEM WILL BE COMPLETE OR ACCURATE.
	12.2. Other Subscribers. Credential Provider acknowledges that other entities and persons have access to the CredentialSmart System and that the actions of other parties are beyond the control of MCC. Accordingly, to the fullest extent permitted by law, MCC assumes no liability for or relating to any impairment of the privacy, security, confidentiality, integrity or availability of any information on the CredentialSmart System resulting from any other entity or person’s actions or failures to act. 
	12.3. Inaccurate Data. All information which is made available through the CredentialSmart System originates from other parties making data available through the CredentialSmart System. MCC neither initiates the transmission of any data nor monitors the content of data being transmitted. Accordingly, to the fullest extent permitted by law, MCC assumes no liability for or relating to the accuracy, currency, completeness, content or delivery of any information through the CredentialSmart System. 

	13. Limitation on Liability.
	13.1. Limitation on Liability. IF MCC, ITS AFFILIATES, OR ANY OF ITS DIRECTORS, OFFICERS, EMPLOYEES, LICENSORS, SUPPLIERS OR OTHER REPRESENTATIVES IS HELD OR FOUND TO BE LIABLE TO CREDENTIAL PROVIDER FOR ANY MATTER RELATING TO OR ARISING FROM A BREACH OF ANY COVENANT OR AGREEMENT CONTAINED IN THIS AGREEMENT, WHETHER BASED ON AN ACTION OR CLAIM IN CONTRACT, NEGLIGENCE, TORT OR OTHERWISE, THE AMOUNT OF DAMAGES RECOVERABLE FROM MCC WILL NOT EXCEED THE AMOUNT OF REVENUE COLLECTED BY MCC UNDER THIS AGREEMENT IN THE PREVIOUS TWELVE (12) MONTH PERIOD, PROVIDED THAT THIS SECTION 13.1 SHALL NOT APPLY TO ANY CLAIM ARISING FROM A BREACH OF SECTIONS 9 OR 10 OR A BREACH OF AN OBLIGATION OF CREDENTIAL PROVIDER TO PAY ANY REQUIRED FEE TO MCC.

	14. Miscellaneous.
	14.1. Notice. Notices permitted or required to be given hereunder shall be deemed sufficient if given by registered or certified mail, postage prepaid, return receipt requested, by private courier service, or by facsimile addressed to the respective addresses of the parties as set forth below or at such other addresses as the respective parties may hereafter designate by like notice. Notices so given shall be effective upon (a) receipt by the party to which notice is given or (b) on the fifth (5th) day following mailing, whichever occurs first:
	14.2.  Entire Agreement; Modification. This Agreement constitutes the entire agreement between the parties pertaining to its subject matter, and it supersedes any and all written or oral agreements previously existing between the parties with respect to such subject matter. Except as permitted under Section 4.4, no supplement, modification, or amendment of this Agreement shall be binding unless executed in writing by both parties.
	14.3. Waiver. Either party’s failure to insist on strict performance of any provision of this Agreement shall not be deemed a waiver of any of its rights or remedies, nor shall it relieve the other party from performing any subsequent obligation strictly in accordance with the terms of this Agreement. No waiver shall be effective unless it is in writing and signed by the party against whom enforcement is sought.
	14.4. Choice of Law; Choice of Forum. This Agreement shall be governed by and construed in accordance with the applicable federal laws of the United States and with Minnesota law, without regard to its rules regarding conflicts of law. Each of the parties consents to the jurisdiction of the courts located in the State of Minnesota with respect to all matters relating to this Agreement.
	14.5. Survival. The provisions of Sections 4.5, 5, 6, 7, 8, 9, 10, 11, 12, 13 and 14 shall survive the termination or expiration of this Agreement.
	14.6. Assignment. This Agreement may not be assigned by either party in whole or in part without the prior written consent of the other party. Any purported assignment in violation of this Section 14.6 shall be void.
	14.7. Captions. The captions of the various sections and subsections of this agreement are for the convenience of reference only and are not binding provisions of this agreement, nor shall they have delimiting effect or interpretive weight hereunder.
	14.8. Relationship of the Parties. This Agreement does not constitute, and is not intended to give rise to, a partnership or joint venture between the parties. Each party will operate under the terms of this Agreement as an independent entity and not as an agent for, or an employee of, the other.





